步骤1
首先安装wireshark。建议采用缺省安装。
然后安装perl。推荐安装strawperl
步骤2
在防火墙上抓包。最好是用ssh方式，因为telnet和串口速度太慢，容易丢掉部分数据包。在命令行工具里设置记录文件，比如“secureCRT”的“log session”。
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然后在命令行窗口抓包，选择“3”来输出抓包的头和内容。
dump sniff pack port1 'tcp and port 80 and host 192.168.6.168' 3   

1: print header of packets
2: print header and data from ip of packets
3: print header and data from ethernet of packets

步骤3
1. 将apw2eth.pl文件中的
  my $text2pcapdirwin   = "c:\\Progra~1\\wireshark";
中的"c:\\Progra~1\\Ethereal"改为你wireshark的安装目录，比如你安装的wireshark在D:\，则如下：
  my $text2pcapdirwin   = "d:\\Ethereal";
(缺省就不用管了)
2. 到C:\strawberry\perl\bin>目录下，运行
perl apw2eth.pl -in session.log   得到output.eth文件，然后在Ethereal中打开即可。

其中session.log是你在防火墙上抓的包形成的text文件。
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APWIKMEQ01000111 #

APWIKMEQ01000111 #

APWIKMEQ01000111 #

APWIKMBO01000111 # def vdom

APWIKMB001000111 _(vdom) # edit
<vdom>  virtual Domain Name
PuPiao

root

youku

APWLKMBOOL000111 (vdom) # edit youku
current vi=youku:4

APWIKNBO01000111 (youku) # dump sni pa port2
interfaces=[port2]
filters=[none]





apw2eth.pl
#!/usr/bin/perl

# This script convert verbose 3 sniffer output file to

# a file that can be opened by Ethereal. It uses text2pcap binary.



  my $version 		      = "1.10 (04/11/05)";



# ChangeLog

# 1.01 - lblossie - Fixed the timestamps (thanks to Claudio)

# 1.10 - lblossie - Added support for 'interface Any' traces

#                 - Added support for PPPoE traces (Claudio again)



# Enter you prefered system (avoid setting -system option when calling script)

  my $prefered_system 	= 'windows' ;  # can be either 'linux' or 'windows'



# Path to the linux text2pcap

  my $text2pcapdirlinux	= "/usr/sbin";



# Path to the windows text2pcap.exe

# You need to double character '\'

  my $text2pcapdirwin   = "c:\\Program files (x86)\\Wireshark";



# ------------------ don't edit after this line -------------------------------

  use strict;

  use Getopt::Long;

  use FileHandle;

  use vars qw ($debug $help $vers $in $out $lines $system);



# Global variables



  my $line_count		        = 0;

  my ($fh_in, $fh_out)  	      	= new FileHandle;

  my @fields 			        = {};

  my @subhexa 			        = {};

  my ($offset,$hexa,$garbage) 		= "";

  my @list 				= {};



# Control command line options



   GetOptions(

	"debug"	  	=> \$debug,	# use -debug to turn on debug

  	"version"   	=> \$vers,    	# use -version to display version

	"help" 	  	=> \$help,	# use -help to display help page

	"in=s"    	=> \$in,	# use -in  <filename> to specify an input file

	"out=s"   	=> \$out,	# use -out <filename> to specify an output file

	"lines=i"  	=> \$lines,	# use -lines <number> to stop after <number> lines written

	"system=s" 	=> \$system	# use - system to specify 'linux' or 'windows' system

	);



  if ($help) {

    Print_help();

    exit;

    }



  if ($vers) {

    Print_version();

    exit;

    }



# Sanity checks



  if (not(defined($in))) {

    Print_usage();

    exit;

    }



  if (defined($system)) {

    die "non authorized system specified"

      if (not($system =~ /linux|windows/));

    }



# Open input file for reading, open output file for writing



  printf "Called with input filename ".$in."\n" if $debug;

  $out = "output.eth" if (not(defined($out)));

  printf "Output file is ".$out."\n" if $debug ;



  open(fh_in,  '<', $in)  or die "Cannot open file ".$in." for reading\n";

  open(fh_out, '>', "output.tmp") or die "Cannot open file output.tmp for writing\n";



# Convert



  printf "Conversion of file ".$in." phase 1 (verbose 3 conversion)\n";



  my @packetArray = ();



  #Parse the entire source file

  while (<fh_in>) {

    #and build an array from the current packet

	if( isTimeStamp() )

	  { convertTimeStamp () }

	elsif	( isHexData()	)

	  { buildPacketArray();

	    adjustPacket();

	    _startConvert();

	}

  }



# Close files

  close (fh_in)  or die "Cannot close file ".$in."\n";

  close (fh_out) or die "Cannot close file output.tmp\n";



# Calling textpcap (see www.ethereal.com)

  $system = $prefered_system if (not(defined($system)));



  # System is windows :-(

  if ($system eq "windows") {

	my @args = ($text2pcapdirwin."\\text2pcap.exe", "-t", '"%d/%m/%Y %H:%M:%S."', "-q", "output.tmp", $out);

    print "Conversion of file ".$in." phase 2 (windows text2pcap)\n";

    system(@args) == 0 or die "call to text2pcap failed @args failed: $?\n

    The '-system linux' option may be needed ?\n\n"

    }



  # System is linux :-)

  elsif ($system eq "linux") {

   print "Conversion of file ".$in." phase 2 (linux text2pcap)\n";

     system ($text2pcapdirlinux."/text2pcap -q -t \"%d/%m/%Y %H:%M:%S.\" output.tmp ".$out)  == 0 or die "call to text2pcap failed : $?\n

	The '-system windows' option may be needed ?\n\n"

    }

  print "Ouput file to load in Ethereal is \'".$out."\'\n";

	print "End of script\n" if $debug;



sub isHexData {

  return $_ =~ /^(0x[0-9a-f]+[ \t]+)/;

};



sub isTimeStamp {

  return $_ =~ /^[0-9]+\.[0-9]+ /;

}



sub buildPacketArray {

my $line = 0;

@packetArray = ();



  do {

	/^(0x[0-9a-f]+[ \t]+)/i;

	$packetArray[$line][0] = substr( $_, 0, 6);

	my $offset = length($1);

	for( my $col=0; $col<8 ;$col++) {

	  $packetArray[$line][$col+1] = substr( $_, $col*5+$offset, 4);

	  #print " $packetArray[$line][$col + 1]";

	}

	$line++;

	$_ = <fh_in>;

  } until ( !isHexData() );

}



sub convertTimeStamp {

 # Keep timestamps.

    if ( /^([0-9]+)\.([0-9]+) / )

    {

        my $packet = 1;

        my $time = $1;

        my $sec = $time % 60;

        $time -= $sec;

        my $minute = ($time / 60) % 60;

        $time -= $minute * 60;

        my $hour = ($time % (60 * 60));

        print fh_out "01/01/2005 " . $hour . ":" . $minute . ":" . $sec . ".$2\n";

    }

}



#------------------------------------------------------------------------------

 sub Print_usage {

  print "Version : $version\n\n";

  print "Usage : apw2eth.pl -in <input_file_name>\n\n";

  print "Mandatory argument are :\n\n";

  print "   -in  <input_file>     Specify the file to convert (verbose 3 text file)\n\n";

  print "Optional arguments are :\n\n";

  print "   -help                 Display help only\n";

  print "   -version              Display script version and date\n";

  print "   -out <output_file>    Specify the output file (Ethereal readable)\n";

  print "                         By default 'output.eth' is used\n";

  print "   -lines <lines>        Only convert the first <lines> lines\n";

  print "   -system <system>      Can be either linux or windows\n";

  print "   -debug                Turns on debug mode\n";

  }

#------------------------------------------------------------------------------

 sub Print_help {

  print "Help:\n\n";

  print "* What is this script for ?\n\n";

  print "   It permits to sniff packets on the appway with built-in sniffer\n\n";

  print "      diag sniff interface <interface> verbose 3 filters \'....\'\n\n";

  print "   and to be able to open the captured packets with Ethereal free sniffer.\n\n\n";

  print "* What do I need to know about this script ?\n\n";

  print "   - It can be sent to customers, but it is given as is.\n";

  print "   - No support is available for it as it is not an 'offical' appway product.\n";

  print "   - It should run on windows and linux as soon as perl is installed.\n";

  print "     To install perl on windows system,\n";

  print "         go to http://www.activestate.com/Products/ActivePerl/\n";

  print "   - All lines from the source file that do not begin with \'0x\' will be ignored.\n";

  print "   - Be carefull not to add \'garbage\' characters to the file during the sniff.\n";

  print "     If possible do not hit the keyboard during capture.\n\n\n";

  print "* Installation :\n\n";

  print "    You need to edit the script first lines and to specify:\n\n";

  print "       - for linux:    the path to text2pcap in \$text2pcapdirlinux\n";

  print "                       Current settings : $text2pcapdirlinux\n\n";

  print "       - for windows:  the path to text2pcap.exe in \$text2pcapdirwin\n";

  print "                       Current settings : $text2pcapdirwin\n\n";

  print "    You can also specify the \$prefered_system variable (linux or windows)\n";

  print "    For now \'$prefered_system\' is set.\n\n\n";

  print "Remarks concerning this script can be sent to eu_support\@fortinet.com\n";

  print "Thanks to Claudio for this great idea,\nThanks to Ellery from Vancouver Team for the timestamps\n\nCedric\n\n";

  print "____________________________________________________________________________\n\n";

  Print_usage();

 }

#------------------------------------------------------------------------------



sub Print_version {

  print "\nVersion : ".$version."\n\n";

  }



#----------

# name : adjustPacket

# description:

#  Applies changes to the current packetArray to make it convertible into

#  ethereal format.

#     - Removes internal Fortigate tag when capture interface is any.

#

sub adjustPacket {



  #print "Examine $packetArray[0][0] $packetArray[0][8]\n";

  if( $packetArray[0][0] =~ /0x0000/

	&& $packetArray[0][8] =~ /0800/) {

#		print "Packet adjust in Progress\n";

    # remove the if tag and left-shift 2 bytes the rest of the packet.

	  $packetArray[0][7]=$packetArray[0][8];

	  $packetArray[0][8]=$packetArray[1][1];

	  for( my $row=1; $row<scalar @packetArray ; $row++ ) {

	    for( my $col=1; $col<8; $col++ ){

	  #print "$packetArray[$row][$col] => $packetArray[$row][$col+1]\n";

	  $packetArray[$row][$col]=$packetArray[$row][$col+1];

	  }

	    $packetArray[$row][8]= ($row < (scalar @packetArray) - 1) ? $packetArray[$row+1][1] : '';

	  }

	}

}



sub _startConvert {

  LINE:

    #Initialisation

    my $offset = "";

    my $hexa = "";

    my $garbage = "";

    my @list = {};

    chomp;



# Rebuild a line from packetArray to perform line by line conv.

	for( my $row=0; $row<scalar @packetArray; $row++) {

	  $_ = $packetArray[$row][0];

	  for(my $col=1; $col<9; $col++ ) {

		$_ = "$_ $packetArray[$row][$col]";

	  }

	  $_ = "$_\n";



    if ($debug) {

      printf "------------------------------------------------------------\n" if ($offset eq "0000");

      printf "-->".$_."\n";

      }



	s/^0x//;                    		# delete Ox in the beginning of each lines

    # extract each hexa code from hexacode part

    @fields = {};

    @fields  = $_ =~ /

      ^(\w{4})                    # offset of 4 digits

        \s+(\w{0,2})(\w{0,2})     # 1st group of 4 chars if any

        \s+(\w{0,2})(\w{0,2})     # 2st group of 4 chars if any

        \s+(\w{0,2})(\w{0,2})     # 3rd group of 4 chars if any

        \s+(\w{0,2})(\w{0,2})     # 4th group of 4 chars if any

        \s+(\w{0,2})(\w{0,2})     # 5th group of 4 chars if any

        \s+(\w{0,2})(\w{0,2})     # 6th group of 4 chars if any

        \s+(\w{0,2})(\w{0,2})     # 7th group of 4 chars if any

        \s+(\w{0,2})(\w{0,2})     # 8th group of 4 chars if any

        \s                        # space

        */x;                      # Crap



    printf fh_out "00".$fields[0]." ";    			# Write Offset to output file

    printf $line_count." : 00".$fields[0]." " if $debug;



    for (my $i=1;$i<17;$i++) {

      if (defined($fields[$i])){

        if ($fields[$i] ne '') {

            printf fh_out $fields[$i]." ";

            printf $fields[$i]." " if $debug;

            }

        }

      else {print "** " if $debug};

      }

    print fh_out "\n";          				# Write end of the line

    print "\n\n" if $debug;



    $line_count++;

    if (defined($lines)) {

      if ($line_count >= $lines) {

        print "Reached max number of lines to write in output file\n";

        last LINE;

        }

      }

  }

}
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